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Personal Introduction 

Dear Delegates, 

My name is Chris Moustakis, I am a 10th grade student at the Costeas 

Geitonas School and I will be serving as one of the Co-Chairs of the Disarmament and 

International Security Committeein this year’s AMLMUN session. This will serve as 

my 2nd chairing experience and my 13th Conference overall. I am looking forward to 

meeting you all and I am sure that the upcoming Conference will be a great 

experience for all of us.  

This study guide constitutes an introduction to the topic of ensuring the 

safety of commercial air through conflict zones and could be used as a helping hand 

with your research. It does not, however, include all the information required to 

have, the required, extensive knowledge of the issue at hand and thus, you are 

encouraged to do some research of your own. I sincerely hope that you will find it 

helpful and that you will be well-prepared by the time of the Conference.  

Lastly, if you have any questions that you are unable to answer through your 

research, please send me an email and I will try to respond with an adequate answer 

as fast as I can. My email is chrismost10@gmail.com 

Kind Regards, 

Chris 

Introduction to the topic 

Aviation, since it was first introduced, has been one of the most popular 

means of transportation of passengers, important cargo and various valuables, and is 

the most popular and most used mean of transportation in long distances. 
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The aforementioned facts have made it a target for various terrorist groups, 

as well as non-state actors with agendas that render such attacks beneficial to their 

interests. 

When aircrafts fly over conflict zones, the chance of them being attacked 

suffers a dramatic increase and can sometimes prove lethal. This is due to numerous 

reasons. First of all, tensions between involved parties in a conflict zone are greatly 

escalated, something that increases, consequentially, the chance of one party 

mistaking civilian commercial flights for enemy aircraft and striking it down 

mistakenly is a probable outcome. Secondly, chances of an attack are additionally 

increased, since in conflict zones there might be additional terrorist party 

involvement. Last but not least in conflict zones there is potentially armed combat, 

meaning that artillery and all types of weaponry are at any time armed and ready, 

something that increases the chance that if civilian flights are indeed mistaken for 

the enemy, they are attacked. 

Emerging civic aviation security threats is a conflict acknowledged by the 

United Nations Security Council, as it has caused major problems world-wide, 

leading to quite a few attempts to combat it, some partially successful, some not at 

all, but none have ameliorated it fully.The amount of attention it has been getting 

lately reflects that its ever-growing impact on people’s perception of aviation, as well 

as terrorism, is slowly becoming noticeable to the vast majority. 

The issue at hand remains and is in desperate need of effective solution. So, 

as a new type of terrorism forms in the dark the UN is called upon to deliver 

effective solutions and combat the matter, as it seems it may be the only one 

capable of approaching a solution on such a broad topic. 

 

Definition of Key-Terms 

Aviation 

The most commonly used way perceiving aviation is as the activity of flying 

aircraft, or of designing, producing, and keeping them in good condition.1 Aviation 

has been a key instrument in humanity’s development and has solved almost as 

many issues as it created. On the one hand, it created the fastest way of travelling 

known to humanity and on the other; its militarization made it a danger to all 

humans.  

                                                           
1 “AVIATION: Meaning in the Cambridge English Dictionary.” Cambridge Dictionary,  

www.dictionary.cambridge.org/dictionary/english/aviation 



Anavryta Model Lyceum MUN | 2020 

3 
 

Aircraft 

Aircraft is classified as any vehicle, with or without an engine that can fly. A 

good example would be a plane or a helicopter, but there are much more complex 

types of aircraft, especially regarding militarized aircraft.2 

Aviation Security 

As Boeing mentions, aviation security is only one component that may affect 

passenger safety. It is not so much related to the airplane itself, but rather to 

intelligence gathering, pre-boarding procedures and airport security personnel. 

Additionally, it has been receiving much more attention in most nations after the 

incidents on September 11.3 

Conflict zone 

A zone is an area that has a particular characteristic or feature. A conflict 

zone is consequentially a zone characterized by ongoing conflict within it.4 In most 

conflict zones there is active armed conflict, something that may render it extremely 

dangerous to be in, which brings us to our issue: attacks on aircraft have been mainly 

conducted in conflict zones. 

Act of terror 

An act of terrorism is conducting the actions defined in the definition of 

racism. Although there is not a globally accepted definition, the definition the FBI 

chooses to give to international terrorism is as such: Violent, criminal acts committed 

by individuals and/or groups who are inspired by, or associated with, designated 

foreign terrorist organizations or nations (state-sponsored).5 

Civil Aviation 

Civil aviation is substantially aviation with one major, definitive difference: It 

only refers to commercial aircraft, meaning aircraft used by the public, in which the 

passengers are civilians.6 

                                                           
2“AIRCRAFT: Meaning in the Cambridge English Dictionary.” Cambridge Dictionary, 

www.dictionary.cambridge.org/dictionary/english/aircraft. 
3“Boeing.”MediaRoom, 

www.boeing.mediaroom.com/2002-07-19-Aviation-Safety-and-Aviation-Security. 
4“Conflict Zone Definition and Meaning: Collins English Dictionary.” Conflict Zone Definition and 
Meaning | Collins English Dictionary, HarperCollins Publishers Ltd,  

www.collinsdictionary.com/dictionary/english/conflict-zone. 
5“Terrorism.” FBI, FBI, 3 May 2016,  

www.fbi.gov/investigate/terrorism. 
6“CIVIL AVIATION: Meaning in the Cambridge English Dictionary.” Cambridge Dictionary,  
www.dictionary.cambridge.org/dictionary/english/civil-aviation. 
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Antiaircraft weaponry 

Antiaircraft weaponry is weaponry used exclusively against aircraft. The 

manufacturing of such weapons occurred shortly after nations begun to weaponize 

aircraft. A way to fight against them was needed. It begun with large guns with larger 

bullets and is at the point of GPS-coordinated, aerodynamic missiles with explosive 

material. The main missile systems used are the S-200 and S-300. 

 

Background Information 

A brief history of Aviation Security and Safety 

Aviation Security, as mentioned in the defined terms, appeared almost as 

soon as aviation itself. It is mostly related to procedures before the boarding of a 

plane, in order to ensure no threats of any kind are neglected. Aviation Safety is 

aimed at ensuring that there are to be no harmful incidents occurring, which could 

potentially affect passengers, during the flight. 

Aviation Safety and Security Organizations were initially only established by 

Member States heavily invested in the aviation industry however they were soon 

followed by more Member States that were slowly beginning to industrialize 

aviation. As soon as international incidents of aviation terrorism began however, 

international organizations regarding aviation security and safety began to form, 

which in part, helped tone down the rate in which they occurred. An example of 

such an incident would be if the aircraft involved was owned by a certain nation, and 

the incident happened outside the aforementioned nation and within another one.  

Mediators and international alliances on the matter really assisted in resolving such 

cases.  

What remains, however, is that the topic of conflict zones is yet to be 

thoroughly discussed. Although the International Civil Aviation Organization (ICAO) 

convention partially covers it, an effective way to prevent incidents in conflict zones 

has not been found yet, thus rendering its discovery urgent and important.  

Problems in aviation security and safety 

There are numerous issues regarding aviation safety and security. Their 

amelioration is the main goal of any effective safety and security system, therefore 

showing that the current system in most nations is highly ineffective and in need of 

modernization and a much-needed upgrade. There are 3 main issues that are being 
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noticed on a worldwide scale and they are the most common types of attacks 

regarding commercial aircrafts.   

Hijacking 

First of all, the issue of hijacking has been observed far too many times to be 

neglected, and is classified as a main threat to aircraft. By definition, it refers to the 

act of commandeering an aircraft by force and by violence. Terrorists who do this, 

usually take control of the plane and steer it wherever they want, and in extreme 

cases, such as the incident of September 11, 2001, they cause mass destruction and 

sever a nation. 

Hijacking mostly depends on weak airport security, not on aircraft security, 

and thus has stronger ties to aviation security. It does, however, connect to aviation 

safety, in the way that there is nothing done in cases where a terrorist has violently 

taken control of an aircraft. 

 

 

 The devastating events of September 11 are an example of the damage aviation threats can cause 

 

 

Cyber-attacks 

Secondly, with the modernization of aircraft and the installation of new 

technology, come various benefits. However, due to the fact that humanity is 

relatively new to the cyber-world, and does not have the measures or legal 

framework to stop cyber-attacks, such technology opens up a vulnerable spot in 

commercial aircraft, which is sure to be exploited and manipulated by anyone who 

has to gain. Cyber-attacks do not usually occur, due to the expertise required to 

perform such a feat (therefore the small amount of people who possess the 
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aforementioned expertise). The amount of incidents, however, is increasing, as our 

world, as well as, consequentially, the terrorist world shifts to the cyber-world, 

therefore increasing the need for a solution on such an issue by a great rate. 

More and more systems that are dependent on modern, potentially hackable 

and therefore exploitable technology are being installed on aircraft. There have 

already been a few incidents of cyber-attacks in aviation, mostly regarding airport 

security leading to the aircraft, not the aircraft itself, which is something bound to 

happen soon, which once again stresses the need to address this specific issue. It 

allows not only for the manipulation of aircraft, but also for the distortion of airport 

security, both strongly related to the concepts of aviation safety and aviation 

security. 

Technology’s involvement in airports and aircraft 

Insider Threats 

Insider Threats are probably the least common of the main issues in aviation 

safety and security, however the one that the existing systems are most vulnerable 

to. That is because people who are high in the nations hierarchy, usually are very 

capable of being very dangerous, if manipulated by a third party. There have been 

many accusations of such incidents, however most of them are not proven and have 

been dismissed as baseless claims.  

Attacks from the inside can only be carried out by high-ranking officials, as 

mentioned before, something that makes them quite rare, since these individuals 
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have usually proven reliable to get where they are. In the case that something does 

happen, proof is extremely hard to acquire to base such a claim, and even when 

prosecuted, these cases usually lead to the innocence of the accused party/person. 

Aviation terrorism 

Although aviation terrorism is a relatively new form of terrorism, it has made 

itself quite noticeable by the public, perhaps due to the devastating attacks that it is 

linked to. Aviation terrorism has no internationally recognized definition, however, is 

perceived as a very dangerous form of terrorism by all nations. Incidents of aviation 

terrorism are usually related to making a point recognized by the worldwide society. 

This particular form of terrorism is linked to a certain degree, to conflict zones, 

seeing as they are home to many terrorist parties. While aircraft is passing over 

conflict zones, as explained in the introduction, the chances of it being subjected to 

an attack rises.  

Aviation terrorism has been addressed by the UN, and especially by the 

Security Council. Unfortunately, the special area of conflict zones is once again yet to 

be noticed and requires immediate attention. It stands unnoticed, which is unjust, 

seeing as it is the base of operations for most terrorist groups. 

 

Map displaying countries affected by conflict using the Global Peace Index (GPI, 2007-2016) 

 

Due to the fact that conflict zones exist within sovereign and autonomous 

nations and due to the aircraft sometimes being part of a company stationed and 

operating from another one, such attacks usually cause tensions to rise between the 

2 involved nations, especially when they have had past differences, and even if the 

nation is not involved in the attack, people from the other nation begin to accuse it 
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and bringing up motives it may have had to cause this attack. Although such 

incidents are quite rare, there aren’t too many measures that are taken to prevent 

them or deal with them. 

 

Anti-Aircraft weaponry and aircrafts known uses for destruction 

The use of aircraft as a means of destruction has been proven to be 

extremely effective and thus commonly used in military operations. Multiple mass 

destruction events have been carried out by aircraft, perhaps due to their ability to 

carry vast amounts of weight and cover distances at high speeds. In order to prevent 

such attacks on their grounds, terrorist groups and nations have manufactured or 

bought anti-aircraft weaponry. A common and effective type of weapon used is the 

S-200 or S-300 missile system. There have been, unfortunately, multiple attacks on 

commercial flights. 

More specifically, there have been 33 major incidents of attacks on 

commercial airliners; among them was the Kweilin incident, which was the first ever 

major one, and a large concentration of such incidents during the 1980s – 1990s 

periods. Among them were some quite notable ones, such as but not limited to: 

1992 Shooting of Armenian plane by the Azerbaijan military,1994 Rwandan 

presidential airliner. 

The incidents, as mentioned beforehand, had a major spike in the 1970-1980-

1990-2000 periods. Although the incidents have fortunately suffered a dramatic 

reduction, with the increasing and somewhat alarming rate of change on the 

technological sector, there is fear that history may repeat itself and that is why this 

issue needs to be dealt with. 

Consequences  

The issue at hand has many different consequences. First of all, it has 

resulted in many casualties over the years and poses a threat to hundreds or even 

thousands more. Seeing as all commercial flights nowadays have around 100 

passengers and most have way over that, each time an incident happens, the 

casualties are devastating. Therefore, it creates exactly what people who orchestrate 

these attacks want to achieve: terror. In the past few years, with the help of ICAO, a 

united nations specialized agency, these incidents have been noticed and the 

signatories of the Convention on International Civil Aviation (Chicago Convention), 

ICAO Member States are obliged to communicate potential risks to civil aviation 

operations in their sovereign airspace, including and especially those relating to 

conflict zones. Although that could be regarded as a good solution, and even though 

it is, it does not seem to directly tackle the terrorist aspect of the matter, which in 
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the current global status quo, is regarded as the most dangerous and common one 

regarding the issue. 

Another major consequence is the impact that it has on peoples’ opinions on 

aviation. The attacks on civil flights are relatively uncommon events, however when 

they do take place, they spread like wildfire in the news and the majority of active 

citizens notice and they hold the aviation companies responsible, which sometimes 

is partially true, however not always. Nevertheless, there isn’t much a commercial 

airplane can do against anti-aircraft weaponry, such as but not limited to S-200, S-

300 and S-400 missiles. The aforementioned perception of citizens is very damaging 

towards the business of aviation, therefore impacting national economy to a non-

desirable degree. International aviation is important to economy, because of 3 main 

reasons: 

Main way of transportation of individuals 

First and foremost, aviation is business representatives’ main way of 

transportation, which means that it is the most commonly used way of travelling by 

important people that have high places in big businesses and therefore are in 

constant danger, perhaps due to the enemies that the business they work for has 

made. 

Main way of cargo transportation 

Second of all, aviation is also an effective way of transporting cargo, which 

sometimes may have high value in any market, something which is reason enough 

for most terrorist or not parties to make it their target. Loss of such cargo can be 

extremely damaging to a business, a state or even an entire nation, depending on 

the actual value of the product. 

Contributes to economy 

Thirdly, it constitutes to the economy, seeing as being the main way to travel 

big distances, it is an extremely profitable business and if more such attacks happen, 

the public will inevitably take notice and usage of aircraft may be greatly decreased, 

therefore making a notable impact on a nation’s and consequentially the globe’s 

economy. 

Last but not least, with this type of attacks getting used more and more by 

terrorists, as weapons become more and more advanced, it has potential to turn 

into a form of terrorism, which would be devastating as it would decrease trust in 

aviation and slow down worldwide transportation because of the excessive risk that 

most people would understandably not want to take, due to fear for their own lives. 

Of course, this would mean that the matter gets more attention and a solution 
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arrives faster, however the cost of the numerous human lives that need to be lost is 

too high.  

Major Countries and Organizations Involved 

United States of America (USA) 

The United States are extremely involved and active regarding the protection of 

commercial flights, seeing as they are the nation with the most airports, planes and 

passengers. Because of the aforementioned state of the excessive industrialization of 

aviation, the USA has created the Federal Air Marshal Service, which is responsible aviation 

security within the nation, a task which has proven difficult, thus justifying the amount of 

funding the US has put into the service. The nation wishes to achieve safety regarding 

international airspace, but is willing to prioritize its own, perhaps due to the number of 

airports and airplanes within it. 

United Kingdom (UK) 

The United Kingdom is one of the busiest nations regarding aviation. Because of 

that, it needs a very reliable aviation security system, something which it achieved with the 

creation of the Civil Aviation Authority, the UK’s aviation regulator. The UN is not directly 

involved, however, through discussions; it has been shown that the UK is in favor of means 

to protect European airspace, but not necessarily global airspace. 

Spain 

Spain is one of the leading forces on the matter of aviation security. It has 

participated in a lot of Conferences regarding the matter and has created the Spanish 

Aviation Safety and Security Agency to make sure that the safety of all commercial flight 

passengers is regularly moderated and ensured. It is willing to collaborate with other nations 

to achieve the best solution for all. 

India 

The nation of India has created the Bureau of Civil Aviation Security, in order to 

safely monitor and regulate commercial aircraft activity in the region and ensure the safe 

transportation of all passengers and cargo, especially when flying over conflict zones. 
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Passenger traffic all around the world 

International Civil Aviation Organization (ICAO) 

The International Civil Aviation Organization (ICAO) is truly one of the most involved 

organizations on the matter, if not the most involved. With the world-known Chicago 

convention, ICAO has offered the most effective solution yet (The Chicago convention 

outlines ways to share information on global airspace in order to avoid conflict. It is signed 

by 193 countries.).It has major active involvement in any other attempts to resolve the issue 

and therefore should be mentioned in all possible solutions, not only because of its activity, 

but also because of its direct connection to the UN. 

European civil aviation Conference (ECAC) 

The European civil aviation Organization (ECAC) is the most involved party that the 

European Union has on the matter. Additionally, the ECAC has drafted quite a few 

resolutions and is considered to be one of the main organizations involved on the matter in 

general. It shares the opinion of most European nations, and believes that European 

airspace is a priority and if possible, global airspace should be additionally protected. 

 

Bureau of Civil Aviation Security (BCAS) 

The bureau of civil aviation Security (BCAS) is responsible for aviation security within 

the nation of India. It basically moderates and regulates the airspace of the nation, 

something that is deemed necessary, due to the large size of the country. It is quite active on 

the scene of aviation security and has close ties with other aviation security organizations, 

such as the ones mentioned above. It is mainly concerned about Asian airspace. 
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South African Civil Aviation Authority 

The South-African Civil Aviation Authority is probably the most effective 

aviation security organization in the entire African continent and should be taken 

into consideration when targeting solutions specifically at the locations they are 

responsible for.  It believes that due to the lack of attention the African airspace has 

gotten, it should be prioritized in the implementation of security measures. 

Timeline of Events 

DATE EVENT 

January 1st  1914 The first commercial flight takes place in one of the first 

functioning aircraft 

October 10th 1933 A Boeing 247 is destroyed by a bomb in what is thought to 

be the first proven act of air sabotage in commercial 

aviation and the beginning of a path filled with destruction. 

December 10th 1944 The Chicago convention takes place and after being 

established by ICAO 

1940-1960 Aviation becomes globally industrialized and almost every 

developed and developing nation creates its own airports 

and acquires aircraft 

1950-1960 Most More Economically Developed Countries (MEDC’s) 

develop their own independent commercial aviation safety 

and security moderation agencies. For example, the 

aforementioned ECAC, BCAS, SACAA, CAA and the FAMS. 

1960-1990 Numerous attacks that prove lethal occur on an 

international scale which result in devastating casualties 

and provoke global terror on behalf of the people 

December 22nd 2001 Al-Qaeda operative Richard Reid is subdued by passengers 

of American Airlines Flight 63, flying from Paris to Miami, 

after unsuccessfully attempting to detonate plastic 

explosives concealed in his shoes 

October 31st , 2015 
An Airbus A321 flying from Egypt to Saint Petersburg broke-

up above the Sinai, killing everyone on board and becoming 

the deadliest air disaster in Russian history for which ISIL 

claims responsibility.  
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Previous Attempts to solve the Issue 

The Chicago Convention on International Civil Aviation 

The most important document on civil aviation. It led to the creation of the ICAO 
and is the starting point of all safety regulations and standards for all airlines on a 
worldwide scale. 

The International Air Transport Association General Meeting 
Resolutions  

The IATA meets every year to discuss how to improve safety and security in air 
transport. Some of their most recent resolutions revolve around 3  main categories. Firstly, 
aviation security and general measures so as to both strengthen it and improve it/ Secondly, 
aviation terrorism and how it can be either neutralized or at least greatly mitigated; it refers 
to incidents and their causes, effects as well as what would make their prevention possible. 
Finally, aviation and civilian passengers and their rights regarding aircrafts, as well as how 
they can influence aviation security; it refers to persons on the aircraft with civilian status 
that are, however, able to cause damage on their own 

UN Security Council Resolution 2309 

The resolution, which was adopted by the Security Council in September 2016, 
discusses how to counteract terrorism conducted through the civil aviation industry.  

Possible Solutions 

The topic at hand is a difficult to be resolved, seeing as it can easily be classified as 

an interdisciplinary one, as mentioned beforehand. Although the issue at hand has not 

received much attention in the later years, and therefore has seen only a few implementable 

solutions, there are some that have been recognized, but not implemented to the degree 

that they should have; those are the solutions that should be proposed, so that the UN, with 

the amount of funds and influence that it has, can implement them to their fullest. 

International Databases 

The creation of international databases of all willing member-states is 

something that has been partially implemented, however not to the extent which 

renders it a fully effective solution. A database such as that, should mainly be about 

gathering information and sharing it, as well as adding the UN as the main funding 

source, which should be used in all possible solutions, seeing as we accept it to have 

“unlimited” funds. 

Forums 

The creation of new or the enforcement of already existing forums like IATA, 

can also prove extremely helpful, as we are faced with an evolving industry and with 

https://www.icao.int/publications/Documents/7300_cons.pdf
https://www.iata.org/pressroom/pr/Documents/resolution-security-agm73.pdf
https://www.iata.org/pressroom/pr/Documents/agm-2016-resolution-terrorism.pdf
https://www.iata.org/pressroom/pr/Documents/agm69-resolution-passenger-%20rights.pdf
http://www.un.org/en/ga/search/view_doc.asp?symbol=S/RES/2309%282016%29
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meetings on incidents, technology and more we can keep the entire airline 

community informed on all fronts, something that is of imperative importance. 

Crisis Maps and incident mapping 

The creation of an international constant crisis map is a possible solution, 

however of utopic nature. It could only be achievable through the usage of the 

correct amount of specification. It would propose the creation of a map with focus 

on ongoing conflict. It could afterwards automatically process the data to re-route 

flight plans, delay flights etc. and try to create the most beneficial and less risky plan 

with a balance between time and safety. 

Cyber-protection 

As mentioned in the background information section, cyber-attacks on planes 

are beginning to pose an immediate danger and our inability to combat them at the 

time, further increases the damage the y can possibly do. An installation of cyber 

protection measures, such as but not limited to firewalls in commercial aircraft, can 

greatly increase the chance that the aircraft will be protected, as well as narrow 

down the amount of people with the set of skills required to perform the attack. 
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